UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM

XA VAN HUNG Poc 14p — Tw do — Hanh phuc
Sb: 237KH-UBND Van Hung, ngay 14thang 4 nam 2023
KE HOACH

Ung pho su ¢d, bio dam an toan thong tin mang
trén dia ban xa Van Hung nam 2023

Thuc hién Ké hoach sb 1129/KH-UBND ngay 07/4/2023 ctia UBND huyén
Van Ninh vé ung pho su ¢d, béo dam an toan thong tin mang trén dia ban tinh
Khénh Hoa nam 2023, UBND xa Van Hung ban hanh K& hoach ung pho su ¢,
bdo dam an toan thong tin mang trén dia ban xa nhu sau:

I. MUC PiCH, YEU CAU
1. Muc dich

- Bao dam an toan thong tin cho céc hé thong thong tin quan trong trén dia
ban x&; bao dam kha nang thich img mét cach chu dong, linh hoat va giam thiéu
cac nguy co, de doa mat an toan thong tin trén mang; dé ra cac giai phap tmg pho
khi gip sy cb mat an toan thong tin mang.

- Tao chuyen bién manh mg trong nhan thuc vé an toan thong tin ddi véi
lyc luong cong chirc, nguoi lao dong.

- B4do dam cac nguon luc, cac di€u kién can thiét d€ san sang trién khai kip
tho1, hiéu qua cac phuong an img ctru khan cap su c6 an toan thong tin mang.

2. Yéu cau

- Phuong 4n tmg pho su ¢d an toan thong tin mang phai dit ra dugc cac tiéu
chi dé co6 thé nhanh chong xac dinh duoc tinh chat, mic d6 nghiém trong cta su
c0 khi sy c6 xay ra.

- Xac dinh cu thé cac ngudn luc, giai phap to chirc thuc hién va kinh phi dé
trién khai cac ndi dung cua Ké hoach, bao dam kha thi, hiéu qua.

Thudng xuyén trao d6i thong tin; tin dung su phdi hop, ho trg ciia S6 Thong
tin va Truyén thong tinh Khanh Hoa va chuyén vién Quan tri mang Van phong
HDND va UBND huy¢n.

II. NHIEM VU TRIEN KHAI

1. Trién khai cdc nhiém vu khi chwa c6 sw ¢ xay ra

1.1. Tuyén truyén, phd bién cac van ban quy pham phap luat, tai liéu hudng
dan chuyén mon vé an toan thong tin mang.

- Noi dung thuc hién: T6 chirc tuyén truyén, phd bién, huéng dan ndi dung
cia Ludt An toan thong tin mang, Quyét dinh sd 05/2017/Qb-TTg ngay
16/3/2017 cua Thu tudng Chinh phu ban hanh Quy dinh vé h¢ thong phuong an
tmg ctru khan cdp bio dam an toan thong tin mang quéc gia; Quyet dinh s6
1017/QD-TTg ngay 14/8/2018 cua Thi tuéng Chinh phu phé duyét Bé an giam
sat an toan thong tin mang dbi véi hé théng, dich vu cong ngh¢ thong tin phuc vu
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Chinh phu dién tir &én nam 2020, dinh huéng dén nam 2025; Nghi dinh s6
85/2016/ND-CP ngay 01/7/2016 cta Chinh phi vé bao dam an toan hé thong
thong tin theo cip do; Thong tu s6 12/2022/TT-BTTTT ngay 12/8/2022 ciia Bo
truéng B Thong tin va Truyén thong quy dinh chi tiét va huéng ddn mot sb didu
ciia Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 ctia Chinh phu; Chi thi s6
18/CT-TTg ngay 13/10/2022 ciia Tha tuéng Chinh phii vé day manh trién khai
cac hoat dong Ung clu su cd an toan thong tin mang Vi¢t Nam; Chi thi $6
23/CT-TTg ngay 26/12/2022 cua Thu tuéng Chinh phil vé ting cuong cong tac
bao dam an toan thong tin mang, an ninh thong tin cho thiét bi camera giam sat;
Ké hoach sé 13784/KH-UBND ngay 31/12/2020 ctia UBND tinh Khanh Hoa vé
mg dung cong nghé thong tin, phat trién chinh quyén sé va bao dam an toan thong
tin mang trong hoat dong cua co quan nha nudc tinh Khanh Hoa giai doan 2021 -
2025 va cac van ban quy pham phap luat, tai liéu hudng dan chuyén mén vé an
toan thong tin mang trén cac phuong tién thong tin dai ching.

- Thyuc hién: Cong churc Van hoa — X3 hoi.

- Phéi hop: Can bo, cong chirc va cac Poan thé.

- Thoi gian thuc hién: Thuc hién thudng xuyén trong nam.

1.2. Trién khai phong ngira su cd, giam sat phét hién sém sy ¢b
- N6i dung thyc hién:

+ Ra soat danh gia tinh hinh, cong tac phong ngira su ¢ trong thoi gian
qua, xac dinh nhitng mit trong tam, trong diém ¢ nguy co, tir do tap trung trién
khai cac bién phap bao v¢, phong ngtra; chu y sap xép, bd tri can b, cong chirc
du nang lyc chuyén mon, co pham chat tot dé dam nhiém nhirng vi tri quan trong
trong quan 1y, van hanh cac hé théng thong tin. Chu trong van dé nang cap giao
thirc bao mat cho cac Trang thong tin dién tir, co s¢ ha ting mang trong hé thong
thong tin cua UBND xa.

- Thuc hién: Can bg, cong chirc xa.

- Thoi gian thuc hién: Thuong xuyén trong nam.

1.3. Trién khai cac diéu kién sin sang ddi pho, tmg ctru, khic phuc su cb

- NO1i dung thyc hién: Trang bi, nang cap trang thiét bi, cong cu, phuong
tién, gia han ban quyén phan mém phuc vu ung ciu, khic phuc su cd; chuan bi
cac diéu kién bao dam, du phong cac ngudn luc va tai chinh de san sang d6i pho,
g ctru, khic phuc khi su ¢b xay ra; thué dich vy ky thuat; t6 chirc va tham gia
cac hoat dong ctia mang ludi tng ciru su cd.

- Pon vi thyc hi¢n: Can bg, cong chirc xa.

- Thoit gian thyc hién: Thuong xuyén trong nam.

1.4. Panh gia cac nguy co, sy ¢d an toan théng tin mang

- N61 dung thuc hién: T6 chirc danh gia hién trang va kha nang bao dam an
toan thong tin mang doi véoi hé thong thong tin; danh gia, du bao cac nguy co, su
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o hé thong thong tin co thé xay ra; danh gia, du bao cac hau qua, thiét hai, tac
dong c6 thé néu c6 xay ra sy cd; danh gia ve hién trang phuong tién, trang thiét
bi, cong cu ho trg, nhén lyc phuc vy dbi pho, tmg ctru, khic phuc su ¢6 cua co
quan, don vi (bao gom ciia ca nha thau da ky hop dong cung cip dich vu).

2. Trién khai cac nhiém vu Kkhi c6 sw c6 xay ra: thuc hién theo Quy trinh
vng cieu, xir Iy khan cdp sw ¢é tan céng mang tai Phu luc ban hanh kém theo Ké
hoach s6 2517/KH-UBND ngay 17/3/2023 cua UBND tinh Khanh Hoa dinh kém
theo Ké hoach nay.

II. KINH PHi THUC HIEN

Kinh phi thuc hién K& hoach nay duoc bd tri tir ngudn ngan sach hang nim
cua va UBND xa.

I. TO CHUC THUC HIEN
1. Cong chirc Viin phong — Thong ké:

- Chu tri, phdi hop cong chirc Van hoa — Xa hoi ra soat h¢ thong may tinh
va trang thong tin dién tir nham phét hién, xay dung cac giai phap khac phuc diém
yéu cb nguy co gay mat an ninh thong tin; trién khai cac phuwong an phong ngira
su ¢b, gidm sat phat hién sém céc sy cd; kiém tra danh gia an toan thong tin mang.

- Thyc hién xac dinh cap do, lap hd so dé xuat cap do an toan hé thong
thong tin theo quy dinh tai Didu 14 va Diéu 15 Nghi dinh s6 85/2016/ND-CP ngay
01/7/2016 ctia Chinh phu va theo huéng dan tai Thong tu s6 12/2022/TT-BTTTT
ngay 12/8/2022 ctia Bo truong Bo Thong tin va Truyén thong quy dinh chi tiét va
huéng dan mot so diéu cua Nghi dinh s 85/2016/ND-CP ngay 01/7/2016 cua
Chinh phti vé bao dam an toan hé thdng thong tin theo cap do.

- Cir can bd tham gia cac chuong trinh huin luyén, dién tap va khoa dao
tao, tap huan bdo dam an toan thong tin mang dé nang cao k¥ nang va cong tac
tham muu trién khai gidm sat, bao dam an toan thong tin.

2. Cong chirc Vin héa — Xa hoi: Tuyén truyén nhitng quy dinh vé dam
b4o an toan, an ninh hé théng thong tin. Tham muu UBND x4 1ap danh sach tham
gia céac 16p tap hudn vé kién thirc an ninh, an toan thong tin do huyén huyén t6
chtrc nham thyc hién an ninh, an toan thong tin; ting cuong cong tac quan Iy nha
nude ddi voi cac hoat dong sir dung dich vu internet, dich vy buu chinh vién thong
nham kip thoi ngan chan phat hién va xir Iy cac to churc, ca nhan c6 hanh vi vi
pham an toan, an ninh thong tin trén dia ban xa; ph01 hop cong chire Van phong
— Thong ké xa thyc hi¢n xac dinh cap d6, 1ap ho so dé xuit cap do an toan h¢
thdng thong tin theo quy dinh tai Diéu 14 va Piéu 15 Nghi dinh s6 85/2016/ND-
CP ngay 01/7/2016 cua Chinh pht va va theo hudng dan tai Thong tu sb
12/2022/TT-BTTTT ngay 12/8/2022 cua Bo trwong Bo Thong tin va Truyén
thong quy dinh chi tiét va huéng dan mot s6 diéu cua Nghi dinh s6 85/2016/ND-
CP ngay 01/7/2016 cua Chinh phu; phdi hop xur 1y sy c6 may tinh, mang duong
truyén cla x4, ra soat hé théng may tinh va trang thong tin dién tur nham phat
hién, xay dung cic giai phap khac phuc diém yéu c6 nguy co gy mat an ninh



thong tin.

3. Cong chirc Tai chinh — Ké toan: Can ddi ngan sach, tham muu cap co
tham quyén xem xét, bo tri kinh phi thuc hién K& hoach nay.

Trén day 1a K& hoach ung pho su cd, bao dam an toan thong tin mang trén
dia ban xa Van Hung nam 2023.

Noi nhgn: TM. UY BAN NHAN DAN
- Phong Van hoa va Thong tin huyén; 4

- Dang tiy; TT.HDND; _KT° CHU TICH

- Can b9, cong chire x3; *

- Luu: VT, VHXH.

10 CHU TICH

Huynh Ngoc Sang
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